
EMRS Permit Gateway Instructions 

Version 20241118 

 
Important Note: Access to the production Gateway during an outbreak will be granted on an as needed basis for 
producers located within a control area, we do not set up accounts in areas unaffected. The EMRS Gateway is primarily 
designed for larger producers with multiple premises, other methods such as email, phone banks, fillable forms or site 
website forms that submit to a mailbox may be more suitable for smaller producers. These can then be entered 
individually into EMRS by state permitting groups without having to set up accounts in the Gateway. 
 
Industry or other personnel requiring access to the EMRS Gateway must first create a Login.gov account. 
 
Step 1:  Create a Login.gov account 

- New Gateway Users Pages see pages 1-6 
- Previous Gateway Users see pages 1-5 

Step 2:  Previous EMRS Gateway Users – Link your new Login.gov account to your existing eAuth account – see page 7. 
Step 3:  Gateway Account Set Up 
 
 Step 1: All Gateway Users must create a Login.gov account using the link provided below. 
 

Step 1 –All Gateway Users will create a login.gov account.   

• New Gateway Users Pages 1-6 

• Previous Gateway Users see pages 1-5 
Step 2 – Previous EMRS Gateway Users –Link it to your existing eAuth account – see page 7 
Step 3 – Gateway Account Set Up 

Step 1: All Gateway Users must create a Login.gov account using the link provided below. Please be sure to use the 
same email address that you will provide the EMRS Staff with, in order to create your Gateway Account.   
 

Create Login.gov Account 
 
Enter your work email address and select your language preference.  Then check that you have read and accept the 
Login.gov rules of use.  Click Submit 
 
 

 

https://secure.login.gov/sign_up/enter_email
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You will get a screen that asks you to check your email.  Close the window when you are done. 

 
 
 

 
Create a Password and confirm the password, then select Continue 
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You will need to make a check mark next to the Authentication method you would like to use, then select Continue. 
 

 
 
 

Depending on what Authentication method you choose, you will get another screen that prompts you to enter the 
authentication information. 
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Enter your One-time code.  It has been suggested that you make a check mark by the Remember this Browser button. 
Then hit the Submit button. 

 
 
 

You will get confirmation that you have added your first authentication method.  You can elect to add a second method 
if you like, but it is not mandatory. You can choose to select the Skip for now link. 
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You will now be directed to eAuthentication in order create an eAuth account and link them to your login.gov account. 
Select Agree and continue. 
 

 
 
New Gateway Users, select the second radio button on this screen to continue without linking to an existing eAuth 
account  
*Previous Gateway (eAuth) users, please see Step 2 on page 6. 
 

 
 

 
Enter user first and last names and then Submit 
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You will see a screen that will indicate that your login.gov and eAuth accounts are linked. 

 
 
 

Step 2: Previous Gateway (eAuth) User: 
When you get to the step in which you link with Login.gov, you will select the first radio button to Use an Existing 
eAuth account to link to my login.gov account. 
 

 
 
 

After you link your eAuth account to your Login.gov account, always log into the EMRS Permitting Gateway through 
Login.gov 
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If you already have a login.gov account and want to link accounts, just click Sign in on the login.gov screen in Step 1. 

 

 
 
Once you login, you will be directed to the following screen and you can link to an existing eAuth account or continue 
without linking to an existing account.  
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Step 3:  Gateway Account Set-up – only for an actual event for producers located in a control area or for specific training 
exercises. 
 
You should inform your state contact when you have Login.gov credentials and supply the following information: 
 

- Name of your company and complex where you will need to initiate permits if premises information was previously 
submitted and associated to your complex. 

- Names and email addresses of persons requiring access to the company account. 
- Types of items you will need to permit (Washed and Sanitized Eggs, Hens, Pullets, Chicks, Broilers, Turkey Meat Birds, 

Crates/Boxes, Litter, Feed, Breeding Cattle, Feeder Cattle, Calves, Breeding Swine, Feeders Pigs, Breeding 
Sheep/Goats, Raw Milk, Pasteurized Milk, etc).  

 

A single email, if possible, should be sent by the state permit group to the EMRS Team, EMRSSupport@usda.gov, to 
request a Company Gateway Account and access for all company representatives with the information above so we 
can set up their account. 

 

Step 4: Notification of Account: Once a gateway account and a set of premises that the company owns or manages 
have been set up in the Gateway by the EMRS team, the producer or industry representative will receive an email 
with instructions on how to access their account in the EMRS Permit Gateway and a link to their Gateway Account. 

If you have problems gaining access refer to the instructions in the email for who to contact for assistance. 
 
Welcome Page:  You will be provided with a link to the EMRS Permitting Gateway by the EMRS Staff.  Upon navigating to the 
link you will be presented with the following screen.  Read the Agreement statement, if you are in concurrence, select the Sign 
in button. 
 

 
 
 
 
 
 
 
 
 
 
 
 

mailto:EMRSSupport@usda.gov
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You are presented with the Customer Login screen, select USDA-eAuth-OIDC button 

 
 
Select Login.gov 

 
Select the Sign in Tab, enter your email address and password utilized for the Login.gov account credentials. 

 
 
Follow the prompts and the two-factor authentication you established to gain access to the EMRS Permitting Gateway. Hint:  if 
you used a phone number for text authentication when you created your Login.gov account, a text with a code will be sent to 
your phone. 
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The first time you login to the EMRS Permitting Gateway, you will be required to Register your account by entering your email 
address.  NOTE:  This should be the same email address used to create the Login.gov account. 

The 
Profile Page is displayed, complete the required (*) sections of the profile page as well as additional fields as appropriate, click 
Update: 
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Success!  You have updated your profile page.  Note that you will not need to repeat the steps above upon subsequent login to 
the EMRS Permitting Gateway, but you can update your profile and logout of the Permitting Gateway by selecting the drop 
down caret next to your name: 

 
 
Access Requests Tab – displays the status of access requests for accounts or individual premises.  These access requests 
will be established for you by the EMRS Team, based on the information you provided in the email sent to the EMRS Team in 
Step 3.  The account you request access for is based on the premises that have already been created in EMRS that are 
associated with that account. 

 
 
 
 
 
 
 
 
Continue to next page 
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Approved Premises Tab – these are the premises that you can initiate either an outgoing or incoming permit request from.  
You must have one of the Origin or Destination premises in this list for any permit request you initiate.  The opposite premises 
can come from an address book entry.  This prevents unauthorized individuals from requesting permits for your premises.  The 
approved premises tab allows you to visualize premises statues (quarantines, zones, etc) that have been placed on a 
premises, as well as the test results for specimens submitted to a National Animal Health Laboratory Network for the disease 
of concern (incident related testing only).  
 

 
 
Address Book Tab:  allows you to view the list of both the premises that you have access to from your account as well as any 
entries that you add using the Create New Entry button.  The premises where you have access will result in you seeing any 
requests or permits associated with those premises.  Additional entries that are not directly associated to your company will 
only allow you to enter the contact information needed to create the permit request and you will see the request and permit 
based on your access to your premises but no other permits to or from that address book entry that are not associated to one 
of your premises.  For instance, if you are shipping to or receiving from a premises not directly part of your company then add 
that premises to your address book so you do not have to re-enter information each time you ship to or from that location.  This 
should be done prior to attempting to enter a new permit request so that the premises(ies) are available in the drop-down 
options. 
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Create New Entry:  if you want your entries to be available to others with the same company account you would select the 
account to share with them, otherwise they are only available to you in your EMRS Permitting Gateway Account.  You would 
enter a premises ID if known (not required) and a complete 911 address for location of the animals or items.  This information 
will be used to match to an existing premises in EMRS or to create a new premises when the permit is processed.  Select both 
Origin and Destination to be able to send something or receive something from this entry to one of your approved premises. 
At a minimum complete the required fields (*). 
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Permit Requests Tab:  to view all permit requests, initially this will be empty but by clicking one of the Create New Request 
buttons (Outgoing/Incoming) you will open a new request form. 

 
 

Always work from the point of concentration if possible, using a well-trained individual to request permits for the 
company or customers to take advantage of the copy function to save data entry time and avoid having to have 
individual producers make single requests. For example, a slaughter plant representative would select the “New 
Incoming Permit Request” button as shown above, and on the second screen would select the slaughter plant as the 
destination premises and then select from different Origin premises in your address book for all farms sending animals 
into the plant if the plant is in a control area or is receiving animals from multiple farms in control areas. From a 
Hatchery that is in a control area you select “New Incoming Permit Request” for eggs from multiple layers and 
conversely would select “New Outgoing Permit Request” when sending chicks to multiple destinations. For a Feed mill in 
a control area or sending feed to multiple farms in control areas you would select “New Outgoing Permit Request” and 
the Feed Mill as an Origin Premises then select multiple farm premises destinations using the copy button after entering 
the first request. 
Remember you can use the copy button to copy the rest of the fields on the permit once you enter them on the first 
one and select new origin premises for each if the same items are being shipped or from multiple destination 
premises id being shipped, this saves a great deal of time with data entry. Once complete click the Save button. 
Return to the Permit Requests tab and there will be a new request, or requests created each with a “New” Status. If 
test results of the most recent herd/flock test are required, immediately open the newly created Permit Request by 
clicking on the “PR:XXXX:XX” number, scroll to the bottom of the record and select the “Add Attachment” button to 
attach the accession. File size should not be larger than 3MB. 

The progress of permit requests can be viewed in the Gateway by watching the Permit Request status update from 
the New status to Accepted which means it has been received by the State Animal Health Official and is being 
processed or rejected if not accepted. If the request is accepted, you will see a new Pending permit, which then 
becomes an Approved Permit if approved by receiving state. Depending on the type of item and whether the origin 
and destination states are the same or different, a fair amount of time should be allowed for processing by the state 
animal health officials before expecting an approval. Therefore, you should submit the request far enough in advance 
to allow adequate time for processing. 
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The permit request can be edited if it has not been accepted if you made an error. Once a request has been accepted 
if you want to make a change you would need to contact the state of origin. Once a permit request is accepted it 
means the origin state has begun the process of permit creation and review, if origin and destination states are the 
same then the state will proceed directly to the approval process. If Origin and destinations states are different then 
the origin state will share the Reviewed permit with the destination state for approval if all required components are 
included. 

 
Create New Permit Request:   
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Permits Tab – Once approved by the state animal health official the permits are available in the permits view and if a 
pdf for the initial permit approval is provided it will be available here as an attachment. For an attachment to show 
here when saved the name must start with “Permit” such as “permit_060616_prem1_to_prem2.pdf. By clicking on the 
arrows in each column you can sort the view.  You can also filter the Start/End date fields to narrow the list. 

 

 
Note the Actions Key at the bottom of the view.  The action Key describes the hotlinks available for each permit. 

 

 

Once a permit is approved then movements can and should be added to the permit as they occur if there will be one 
or multiple movements covered under the permit approval, if the state has agreed to allow multiple movements 
against the approved permit. To enter a new movement under an approved permit, click on the Movement button 
and the screen shown below will open. Complete the required fields, any permits that require testing for individual 
movements must have the testing accession numbers and dates in the Neg Test Dates field so they can be cross-
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referenced to test results received thru messaging or other methods (enter the accession number followed by the 
date; 2nd accession followed by date – i.e. Acc 24-00001 9/18/2024; Acc 24-00002 9/19/2024). Save the movement. 
After saving the movement, open the movement record by scrolling down and clicking on the MV:XXXX:XX hotlink 
and attach a copy of the accession(s) for that movement one at a time (file size cannot be over 5 MB each). When 
submitted if allowed by the state a new pdf document will be automatically created with the information for the 
movement just entered. 
 
Add Movements to Approved or Movements in Progress Permit 
 

 
Complete the highlighted fields, attach a scanned copy of any required documents, and click Submit. 

 
 

Note:  If a permit has reached/surpassed it’s end date, movements will not be able to be added. 
When all movements are completed for a permit the permit team should status the permit as “Movements Completed” status.  

No additional movements can be added to a permit with the Movements Completed Status. 
 
 
 
 

 


