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Important Note: Access to the production Gateway during an outbreak will be granted on an as needed basis for
producers located within a control area, we do not set up accounts in areas unaffected. The EMRS Gateway is primarily
designed for larger producers with multiple premises, other methods such as email, phone banks, fillable forms or site
website forms that submit to a mailbox may be more suitable for smaller producers. These can then be entered
individually into EMRS by state permitting groups without having to set up accounts in the Gateway.

Industry or other personnel requiring access to the EMRS Gateway must first create a Login.gov account.

Step 1: Create a Login.gov account

- New Gateway Users Pages see pages 1-6

- Previous Gateway Users see pages 1-5
Step 2: Previous EMRS Gateway Users — Link your new Login.gov account to your existing eAuth account — see page 7.
Step 3: Gateway Account Set Up

Step 1: All Gateway Users must create a Login.gov account using the link provided below.

Step 1 -All Gateway Users will create a login.gov account.
o New Gateway Users Pages 1-6
e Previous Gateway Users see pages 1-5
Step 2 — Previous EMRS Gateway Users —Link it to your existing eAuth account — see page 7

Step 3 — Gateway Account Set Up

Step 1: All Gateway Users must create a Login.gov account using the link provided below. Please be sure to use the
same email address that you will provide the EMRS Staff with, in order to create your Gateway Account.

Create Login.gov Account

Enter your work email address and select your language preference. Then check that you have read and accept the
Login.gov rules of use. Click Submit

O LoGIN.GOV

Create an account for new users

Enter your email address

Select your email language preference
Login.gov allows you to receive your email communication in
English, Spanish or French

© English (default)

O Espanol

O Francais

| read and accept the Login.gov Rules of Use s

Cancel

Security Practices and Privacy Act Statement &

Privacy Act Statement
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You will get a screen that asks you to check your email. Close the window when you are done.

D LOGIN.GOV

Check your email

We sent an email to with a link to
confirm your email address. Follow the link to continue
creating your account.

Didn’t receive an email? Resend

Or, use a different email address

You can close this window if you're done.

Create a Password and confirm the password, then select Continue

& vou have confirmed vour email address

Create a strong password

Your password must he 12 charaeters or longer. Dan't use
cormman phrsses of repeated charsclers, like abe or 117

Pazsword

Confirm password

[] Show pasaword
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You will need to make a check mark next to the Authentication method you would like to use, then select Continue.

LS04
(2T R T e
e =

Authentication method setup

2 -\r-\--\.w

L % Text or voice message
Harsnm 3 sacara cotda by 1SMS) taxt ar

N A

i ﬁ}? Bachup codes

=i & Security key
Use-vour sscurty koy to Soooss your

scoount

E Gowarnment amgloyes D
2 T

Depending on what Authentication method you choose, you will get another screen that prompts you to enter the

authentication information.

O LOGIN GOV %

Add a phone number

Wiell send you & ane-lime code sach lims you sign in

< iy apply. D

e and da

Phona number

Hew you'll get your coda

O Tt massans [SMS) © Phane call

¥ou ¢an changa this anytime. It vou w=e a landling numoer,

eelect “Phone call "

< zile is protected by reCAl

g¥ @ and [armms of Service @

angther authantication method

\ and the Google Privacy
Read Logingovs
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Enter your One-time code. It has been suggested that you make a check mark by the Remember this Browser button.
Then hit the Submit button.

vioamcov LD8

Enter your one-time code

ith 8 pore-time coce 1o +1

1 expirein 10 minates,

You will get confirmation that you have added your first authentication method. You can elect to add a second method
if you like, but it is not mandatory. You can choose to select the Skip for now link.

U LOGIN.GOY

USDA
e

& A phone was added 1o NOUr SECount,

o

You've added your first
authentication method! Add a
second method as a backup.

Add another method

Sl tor now
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You will now be directed to eAuthentication in order create an eAuth account and link them to your login.gov account
Select Agree and continue.

USDA
ouoamcov 508

s

Continue to USDA
eAuthentication

with USDA eAuthentication (o

New Gateway Users, select the second radio button on this screen to continue without linking to an existing eAuth
account

*Previous Gateway (eAuth) users, please see Step 2 on page 6

B An o calwebsie of e Unilec Sates government Hi T brow v
USDA eAuthentication
SR 5. DEPARTMENT OF AGRICLTURE @emﬂh

HOME | CAEATEACCOUNT

MANAGE A

Link with Login.gov @
Logingov must belinked to an eAuth account touse it with USDA applications,
() Use an existing 2éuth account to link to my Lagin.gov accoun

@(cnriwr without linking 10 an existing eduth account,

Enter user first and last names and then Submit

I oo it o the Unied ot

USDA eAuthentication
]

U.5. DEPARTMENT OF AGRICULTURE

@®enuth

User Information Required @

In order t complete setting up your Login,gov account with USDA euth, please provide the follewing information:

Last name
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You will see a screen that will indicate that your login.gov and eAuth accounts are linked.

ol webs e of the United States govemment. Hase's how v ks

c "

SDA  eAuthentication @®eAuth

U.S. DEPARTMENT OF AGRICULTURE

woue | cremeaccount | waaceaccouwt « | weLs -

Account Information @
Login Information

Email address:

Logingov @ @ Linked

To update your Login gov account, please visit Login.go

Personal Information =3

Multi-Factor Authentication (MFA) Options

I @ vou will only be prompted to use MFA during login if required by the application.

@ ervjeac @ [ enae |

Use your non-USDA Federal PIV/CAC to login to your eAuth account.

Step 2: Previous Gateway (eAuth) User:

When you get to the step in which you link with Login.gov, you will select the first radio button to Use an Existing
eAuth account to link to my login.gov account.

Quick Links Other Links
i
Authenticati
s 000 - ©

After you link your eAuth account to your Login.gov account, always log into the EMRS Permitting Gateway through
Login.gov
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If you already have a login.gov account and want to link accounts, just click Sign in on the login.gov screen in Step 1.

D LOGIN.GOV

Create an account for new users

Enter your email address

Select your email language preference
Login. to receive your email communication in

English, S or French.

O English (default)
O Espafiol

O Francais

[ | read and accept the Login.gov Rules of Use

Cancel

Security Practices and Privacy Act Statement

Privacy Act Statement @

Once you login, you will be directed to the following screen and you can link to an existing eAuth account or continue

without linking to an existing account.

DLOGIN GOV

s

Continue to USDA
eAuthentication

USDA
US

nfarmation USDA eduthentication ic

© Emadl address
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Step 3: Gateway Account Set-up —only for an actual event for producers located in a control area or for specific training
exercises.

You should inform your state contact when you have Login.gov credentials and supply the following information:

- Name of your company and complex where you will need to initiate permits if premises information was previously
submitted and associated to your complex.

- Names and email addresses of persons requiring access to the company account.

- Types of items you will need to permit (Washed and Sanitized Eggs, Hens, Pullets, Chicks, Broilers, Turkey Meat Birds,
Crates/Boxes, Litter, Feed, Breeding Cattle, Feeder Cattle, Calves, Breeding Swine, Feeders Pigs, Breeding
Sheep/Goats, Raw Milk, Pasteurized Milk, etc).

A single email, if possible, should be sent by the state permit group to the EMRS Team, EMRSSupport@usda.gov, to
request a Company Gateway Account and access for all company representatives with the information above so we
can set up their account.

Step 4: Notification of Account: Once a gateway account and a set of premises that the company owns or manages
have been set up in the Gateway by the EMRS team, the producer or industry representative will receive an email
with instructions on how to access their account in the EMRS Permit Gateway and a link to their Gateway Account.

If you have problems gaining access refer to the instructions in the email for who to contact for assistance.

Welcome Page: You will be provided with a link to the EMRS Permitting Gateway by the EMRS Staff. Upon navigating to the
link you will be presented with the following screen. Read the Agreement statement, if you are in concurrence, select the Sign
in button.

© EMRS Gateway Home | Q | Signin

Welcome to EMRS Gateway

By Using This EMRS Customer Gateway You Agree to the Following Information: | understand that as a condition of using this Gateway | attest to
being knowledgeable about the requirements of the APHIS and State Secure Food Plan for the commodities | am requesting Permits and
entering movements for and agree to follow all applicable guidelines in those plans. By accepting an approved Permit and conducting movements
| am certifying that | have met the conditions required and will conduct all required testing and bio-security practices in the applicable plan. | also
understand the Gateway IT security requirements and will not take any actions that will attempt to compromise the security of this gateway.
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You are presented with the Customer Login screen, select USDA-eAuth-OIDC button

© EMRS Gateway

Sign in with an external account

USDA-eAuth-OIDC .

Select Login.gov

Select the Sign in Tab, enter your email address and password utilized for the Login.gov account credentials.

USDA eAuthentication
S U.S. DEPARTMENT OF AGRICULTURE

voue | cremerccout | wacenccowr v | were -

#a® Customer Login

Selectan option to continue
Login.gov
Enter Login.gov Email Address and Password

eAuth User ID
Enter User ID and Password

Warning
Upon loginyou sereeto

, (3)all computers
This

« Byusingth you understand and

LYou privacy regarding,
system. Atany time, may forany. tercept, search and seize any
communication or data transiting o stored on this information system.

2 data transiting or - used for any lawful government

O LOGIN.GOV !JS/D_A

Qo @

USDA eAuth - Cert is using
Login.gov to allow you to signin to
your account safely and securely.

Sign in for existing users

Email address

Password

O Show password

o & 7

Follow the prompts and the two-factor authentication you established to gain access to the EMRS Permitting Gateway. Hint: if
you used a phone number for text authentication when you created your Login.gov account, a text with a code will be sent to

your phone.
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The first time you login to the EMRS Permitting Gateway, you will be required to Register your account by entering your email
address. NOTE: This should be the same email address used to create the Login.gov account.

© EMRS Gateway Home | Q| Signin

Register your external account

= The Email field is required. ,

Email |

Provide an email address to complete the external account registration.

=

The
Profile Page is displayed, complete the required (*) sections of the profile page as well as additional fields as appropriate, click
Update:

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |

© EMRS Gateway

Profile name -

Home / Profile

Profile

Please provide some information about yourself.
H Profile name The First Name and Last Name you provide will be displayed alongside any comments, forum

posts, or ideas you make on the site.

ereie The Email Address and Phone number will nct be displayed on the site.

Your Organization and Title are optional They will be displayed with your comments and forum
posts

Your information

_Firsl Name * § Last Name ~
\ | |
E-mail Business Phone

| |
_" ization Name § Title
\ | |
Nickname Web Site

Public Profile Copy

Preferred Language

English

How may we contact you? Select all that apply.

Email
Fax
Phone
Mail

Update

Copyright © 2024. All rights reserved.
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Success! You have updated your profile page. Note that you will not need to repeat the steps above upon subsequent login to

the EMRS Permitting Gateway, but you can update your profile and logout of the Permitting Gateway by selecting the drop
down caret next to your name:

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |
© EMRS Gateway

sinzune PO

Welcome to EMRS Gateway

By Using This EMRS Customer Gateway You Agree to the Following Information: | understand that as a condition of using this Gateway | attest to
being knowledgeable about the requirements of the APHIS and State Secure Food Plan for the commodities | am requesting Permits and
entering movements for and agree to follow all applicable guidelines in those plans. By accepting an approved Permit and conducting movements
| am certifying that | have met the conditions required and will conduct all required testing and bio-security practices in the applicable plan. | also
understand the Gateway IT security requirements and will not take any actions that will attempt to compromise the security of this gateway.

Access Requests Tab - displays the status of access requests for accounts or individual premises. These access requests
will be established for you by the EMRS Team, based on the information you provided in the email sent to the EMRS Team in

Step 3. The account you request access for is based on the premises that have already been created in EMRS that are
associated with that account.

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |
© EMRS Gateway

Brian Archer - \

Request Type Frem/Account Name Address Created On v Status Reason Actions
GAIO4ETEST Account astarvers

Access Request
10w |entries per page

Search:
Name

1234 anywnere Approved
GATO4GTEST

Account 4stervers

R B

1234 anywinere Approved

Continue to next page
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Approved Premises Tab - these are the premises that you can initiate either an outgoing or incoming permit request from.
You must have one of the Origin or Destination premises in this list for any permit request you initiate. The opposite premises
can come from an address book entry. This prevents unauthorized individuals from requesting permits for your premises. The
approved premises tab allows you to visualize premises statues (quarantines, zones, etc) that have been placed on a

premises, as well as the test results for specimens submitted to a National Animal Health Laboratory Network for the disease
of concern (incident related testing only).

Home | Access Requests | Approved Premises | Address Baok | Permit Requests | Permits | Q|
© EMRS Gateway

Brian Archer -

Approved Premises

10 v entries per page

4 Account Name Name aty state Zip Address Rol

4 Starvets DULUTH GA 30096 Qutgoing Permit

4Stervets Jumping Jax Ranc

4Starvets Bil Bobber

sctarvets EPHRATA PA

4Starvets Lake i

Stervets General Chickens 7 COMMANCHE RD

4Starvets n DEAVER

4Stervets The Big Cluck Dudiey Mo

wing tries

Premises Status
10 v entries per page

Premises Status “ Inadent Status Type Description

Status Start Date: End Date

1/6/2020 120000 PM
Pt FAD Disgness Premises s negative

Showing 1t03 of 3 entries

Lms Result

10 lentries per page search:

Lab

Date Sample Result

NOT DETECTED

NOT DETECTED

Address Book Tab: allows you to view the list of both the premises that you have access to from your account as well as any
entries that you add using the Create New Entry button. The premises where you have access will result in you seeing any
requests or permits associated with those premises. Additional entries that are not directly associated to your company will
only allow you to enter the contact information needed to create the permit request and you will see the request and permit
based on your access to your premises but no other permits to or from that address book entry that are not associated to one
of your premises. Forinstance, if you are shipping to or receiving from a premises not directly part of your company then add
that premises to your address book so you do not have to re-enter information each time you ship to or from that location. This

should be done prior to attempting to enter a new permit request so that the premises(ies) are available in the drop-down
options.

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |
© EMRS Gateway

Brian Archer -

Address Book
0+ entries per page

Record ID + premises D Name Address Status

003IMCO Active
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Create New Entry: if you want your entries to be available to others with the same company account you would select the
account to share with them, otherwise they are only available to you in your EMRS Permitting Gateway Account. You would
enter a premises ID if known (not required) and a complete 911 address for location of the animals or items. This information
will be used to match to an existing premises in EMRS or to create a new premises when the permit is processed. Select both
Origin and Destination to be able to send something or receive something from this entry to one of your approved premises.
At a minimum complete the required fields (*).

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |

© EMRS Gateway

Brian Archer -

modified: 11/17/2023

General

New Address Book
Shared To Account *

4 Star Vets

Premises Name

| B sty Crickers |

Premisesld
| |

Premises Address *
| 123 Anwywhere Ln |

city”
| Anytown |

State *
ks
Zip*
| 6720 |

Salutation
| |

First Name

Middle Name

| |
Last Name

| |
Suffix

| |
Job Title

| |
Nickname

| |
E-mail

Business Phone

| 555555559 |

Mobile Phone

Fax
| |

Premises Type *

Farm/Ranch v

Longitude
| |

Latitude

Permit Destination
No ® Yes

Permit Origin
No ® ves

Cancel
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Permit Requests Tab: to view all permit requests, initially this will be empty but by clicking one of the Create New Request
buttons (Outgoing/Incoming) you will open a new request form.

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |

© EMRS Gateway Brian Archer -

Permit Request
10w fentries per page search:
Request ID + Incident Status Account Permit Type Origin Origin State Destination Destination State Start Date End Date Create On Edit

PRI52822 HPAI 2022 Aceepted Astarvets

22 1:00:00 PM

6/26/2022 100000 PM

6/30/2022 100000 PM

0000 PM

741412022 100000 PM

0000 PM

7/31/2022 100000 PM

0:00 PM

/14/2022 100000 PM

Always work from the point of concentration if possible, using a well-trained individual to request permits for the
company or customers to take advantage of the copy function to save data entry time and avoid having to have
individual producers make single requests. For example, a slaughter plant representative would select the “New
Incoming Permit Request” button as shown above, and on the second screen would select the slaughter plant as the
destination premises and then select from different Origin premises in your address book for all farms sending animals
into the plant if the plant is in a control area or is receiving animals from multiple farms in control areas. From a
Hatchery that is in a control area you select “New Incoming Permit Request” for eggs from multiple layers and
conversely would select “New Outgoing Permit Request” when sending chicks to multiple destinations. For a Feed mill in
a control area or sending feed to multiple farms in control areas you would select “New Outgoing Permit Request” and
the Feed Mill as an Origin Premises then select multiple farm premises destinations using the copy button after entering
the first request.

Remember you can use the copy button to copy the rest of the fields on the permit once you enter them on the first

one and select new origin premises for each if the same items are being shipped or from multiple destination

premises id being shipped, this saves a great deal of time with data entry. Once complete click the Save button.

Return to the Permit Requests tab and there will be a new request, or requests created each with a “New” Status. If
test results of the most recent herd/flock test are required, immediately open the newly created Permit Request by
clicking on the “PR:XXXX:XX” number, scroll to the bottom of the record and select the “Add Attachment” button to
attach the accession. File size should not be larger than 3MB.

The progress of permit requests can be viewed in the Gateway by watching the Permit Request status update from
the New status to Accepted which means it has been received by the State Animal Health Official and is being
processed or rejected if not accepted. If the request is accepted, you will see a new Pending permit, which then
becomes an Approved Permit if approved by receiving state. Depending on the type of item and whether the origin
and destination states are the same or different, a fair amount of time should be allowed for processing by the state
animal health officials before expecting an approval. Therefore, you should submit the request far enough in advance
to allow adequate time for processing.
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The permit request can be edited if it has not been accepted if you made an error. Once a request has been accepted
if you want to make a change you would need to contact the state of origin. Once a permit request is accepted it
means the origin state has begun the process of permit creation and review, if origin and destination states are the
same then the state will proceed directly to the approval process. If Origin and destinations states are different then
the origin state will share the Reviewed permit with the destination state for approval if all required components are
included.

Create New Permit Request:

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q, |

© EMRS Gateway

Brian Archer -

New Incoming Permit Request

Shared To Account *

Incident *
HPAI 2022

Destination Premises *

Start Date *
| 8/26/2024 931 AM

[ 3

End Date *
| 9r26/2024 931 amt

Request

‘Origin Request

Permit Reason *

Direct 1o Fam

Permit Class *

Inta Control Area v

Item Class *
Chicken- Day Old Chicks

Items Permitted *

Groups of animals v

Est # Days Shipping *
[s |

st # per Shipment Day *
[ 1000 |

Units *
Head v

Species ™
Chicken

Predominate Breed
Leghorn CH.

Cancsl

Copyright © 2024. All rights reserved.
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Permits Tab — Once approved by the state animal health official the permits are available in the permits view and if a
pdf for the initial permit approval is provided it will be available here as an attachment. For an attachment to show
here when saved the name must start with “Permit” such as “permit_060616_prem1_to prem2.pdf. By clicking on the
arrows in each column you can sort the view. You can also filter the Start/End date fields to narrow the list.

Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |

© EMRS Gateway

Brian Archer -
Permit
0 v |entries per page Search:
permit 4 Accion Origin Account Destination Account origin Destination ttem Class Start Date End Date Status Crete On
PM:48T422 ®Copy Bulk Feed 425, Movements Completed 11/16/2022 9:51:58 PM
P Movement
& permit
PM:512022 ®@copy Bulk Feed 4/28/2022 6:00:01 AM 5/26/2022 6:00:00 PM Movements Completed 11/16/2022 $52:00 PM
3 liovement
M:5368:22 Bulk Feed Movements Completed 11/16/2022 %:52:04 PM
PLIE05422 Bulk Fee 5/12/2022 120000 PM 6/11/2022 1:00:00 P Expired 11/16/2022 #5217 P
PM:T201:22 ®copy . Bulk Feed 5/26/2022 10:00:01 AM 6/26/2022 10:00:00 P Movements Completed 171
 Movement
& Permit
PM:7555:22 @ Copy Bulk Feed 5/31/2022 10:00:01 AM 6/30/2022 10:00:00 PM Movements Completed 11/16/2022 :52:40 PM
B Movement
PM:B115:22 ®copy Bulk Feed 6/14/2022 10:00:01 AM 7/14/2022 10:00:00 PM Movements Completed
® Movement
& Permit
PM:8814:22 @ Copy Bulk Feed 7/1/2022 10:00:01 AM 7/31/2022 10:00:00 PM Movements Completed 11/16/2022 $53:13PM
BM ent
& Fer
PMIES1522 ®copy Bulk Feed 6/28/2022 1000:01 AM Expired 11/16/2022 9531420
W Movement
8 remt
PM:5308:22 @ Copy Bulk Feed 6/30/2022 12:00:00 PM 7/25/2022 1:00:00 PM Expired 11/16/2022 %53:08 PM
B Movement
& Pemnt
Showing 1to 10 of 11 entries 1
Actions Key

Note the Actions Key at the bottom of the view. The action Key describes the hotlinks available for each permit.

Actions Key
» W Us= as a template to create a new Permit Reguest
= 3 View or Add Movement to Permit
o [ Display Permit PDF

[y Home | Access Requests | Approved Premises | Address Book | Permit Requests | Permits | Q |

© EMRS Gateway

BK Archer -

Permit
Show Type(s): @ All © Origin Permit © Destination Permit

Hotlink:to create movements for-approved permits

10 entries per page Search:

Permit 4 Acdion

Turkey- Meat Birds 11728,

Origin Accou

PM:1000:Test

2 12:0000 PM 12/31/2002 1:00:00 PM Movements in Progress 1/30/2024 8:35:41 P

PM1002Test

Approved

s Hotlink to generate a pdf permit for-approved premits

Once a permit is approved then movements can and should be added to the permit as they occur if there will be one
or multiple movements covered under the permit approval, if the state has agreed to allow multiple movements
against the approved permit. To enter a new movement under an approved permit, click on the Movement button
and the screen shown below will open. Complete the required fields, any permits that require testing for individual
movements must have the testing accession numbers and dates in the Neg Test Dates field so they can be cross-
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referenced to test results received thru messaging or other methods (enter the accession number followed by the
date; 2" accession followed by date —i.e. Acc 24-00001 9/18/2024; Acc 24-00002 9/19/2024). Save the movement.
After saving the movement, open the movement record by scrolling down and clicking on the MV:XXXX:XX hotlink
and attach a copy of the accession(s) for that movement one at a time (file size cannot be over 5 MB each). When
submitted if allowed by the state a new pdf document will be automatically created with the information for the

movement just entered.

Add Movements to Approved or Movements in Progress Permit

Home | Access Requests | Approved Premises | Address Book | PermitRequests | Permits | Q |

© EMRS Gateway

BK Archer -

Permit
Show Type(s}): » All © Origin Permit © Destination Permit

Download CSV.

0V entries per page

Hem Class.

riey- Meat Birds 1

Click:the Movement hotlink:to,add a
movement:to an approved permit

1/28/2022 12:0000 PM

riey- Mat Birds 10/3/202212:00:00 P

P — status Creote on

12/31/2022 1:00:00 PM Movements in Progress

10/7/2022 190:00 PM Revoked 11/16/2022 956:22 P

Complete the highlighted fields, attach a scanned copy of any required documents, and click Submit.

Items Permitted

Movment

Date Moved *
| 107272024

[

Item Description

| Breeder toms K weeks o age

Neg Test Dates
9/30/24 Acc 24-01234: 10/1/24 Acc 24-04321

LMS Accession 1
Select

EMRS Accession 1
Select

Attach a file

N

10 ¥ entries per page

Ep..0240325 por

Movement 4 DateMoved #itemsMoved  Neg Test Dates

MUA118TEST /2742024 12:00:00 AM 35 92624

Item

EMRS Accession 2
Select

LMs Accession 2
Select

Item Description

bresgers

Search:

Lab Accession(s) Actions

& emitpet

Note: If a permit has reached/surpassed it’s end date, movements will not be able to be added.
When all movements are completed for a permit the permit team should status the permit as “Movements Completed” status.
No additional movements can be added to a permit with the Movements Completed Status.
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